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Project Proposal

Main goals:

I Use Cryptol to explore random number generators with a
backdoor based on elliptic curves.

I Show how the internal state can be recovered after observing a
few bits of output.
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We will get to the interesting stuff in
just a minute.

But first...

Ana Carvalho and Catarina Correia (UM) Elliptic Curve Cryptography - DRNG milestone 4 - 3/Jul/2014 3 / 32



Ana Carvalho and Catarina Correia (UM) Elliptic Curve Cryptography - DRNG milestone 4 - 3/Jul/2014 4 / 32



Ana Carvalho and Catarina Correia (UM) Elliptic Curve Cryptography - DRNG milestone 4 - 3/Jul/2014 4 / 32



Ana Carvalho and Catarina Correia (UM) Elliptic Curve Cryptography - DRNG milestone 4 - 3/Jul/2014 4 / 32



Back to the technicalities
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Evolution Diagram
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Elliptic Curves

An elliptic curve is given by the following equation:

y2 = x3 + ax + b (1)

where a, b satisfies −16(4a3 + 27b2) 6= 0.
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Elliptic Curves

Properties of the addition law on an elliptic curve E :
I P ⊕O = O ⊕ P = P , ∀P ∈ E [Identity]

I P ⊕ (−P) = O,∀P ∈ E [Inverse]

I (P ⊕ Q)⊕ R = P ⊕ (Q ⊕ R),∀P ,Q,R ∈ E [Associative]

It’s a Group

I P ⊕ Q = Q ⊕ P ,∀P ,Q ∈ E [Commutative]

It’s an abelian Group

Note: in this group, multiplication, n ∗ P,∀P ∈ E , can be seen as adding P n
times to itself.
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Elliptic Curves in cryptography

In order to apply the theory of elliptic curves to cryptography the
elliptic curve is defined over a finite field Fp.

E : y 2 = x3 − 3x + b (2)

with b ∈ Fp satisfying 432 + 27b2 6= 0.

E (Fp) = {(x , y) : x , y ∈ Fp ∧ y 2 = x3 − 3x + b} ∪ O
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Elliptic Curves in cryptography

The plot of the elliptic curve over a finite field Fp turns out to be:

Observations
I The elliptic curve addition law is closed over Fp.

I The addition law satisfies all properties listed before.
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Evolution Diagram
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Cryptol Implementation

Projective System - Jacobian Coordinates

Y 2 = X 3 − 3XZ 4 + bZ 6

I ec affinify( (X1,Y1,Z1)) = (X1

Z2
1
, Y1

Z3
1

) with Z1 6= 0

I The point at infinity O = (X ,Y , 0)

I The inverse of (X1,Y1,Z1) is (X1,−Y1,Z1).

Projective system increases efficiency in
computation!
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Cryptol Implementation

Elliptic Curve and Finite Field operations
I Scalar multiplication in E (Fp) using Montgomery Ladder;

I Exponentiation in Fp;

I Square-root in Fp (for NIST’s p256);

Simple Dual EC DRNG and computation of the backdoor!
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Evolution Diagram
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Dual EC DRNG
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Dual EC DRNG

Implementation
– NIST curve p − 256
– small curve p − 5

Curve data
I y 2 = x3 − 3x + 7 over F∗

23

I Input points: P = (22, 3) Q = (14, 15)

I seed: 7 (hidden)

P = 5*Q! (secret)
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Dual EC DRNG backdoor

s

X(s*P)

X(r*P) X(r*Q)

r

s’ random
number = 2 = 010= ?
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Dual EC DRNG backdoor

s

X(s*P)

X(r*P) X(r*Q)

r

s’ random
number = 2 = 010

00010
01010
10010
11010

Ana Carvalho and Catarina Correia (UM) Elliptic Curve Cryptography - DRNG milestone 4 - 3/Jul/2014 18 / 32



Dual EC DRNG backdoor

s

X(s*P)

X(r*P) X(r*Q)

r

s’ random
number = 2 = 010

00010
01010
10010
11010

(18,14)
(18,9)
(2,3)

(2,20)

A = r*Q
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Dual EC DRNG backdoor

s

X(s*P)

X(r*P) X(r*Q)

r

s’ random
number = 2 = 010

00010
01010
10010
11010

(18,14)
(18,9)
(2,3)

(2,20)

A = r*Q
5*A=r*P(5,5)

(5,18)
(20,9)

(20,14)
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Dual EC DRNG backdoor

s

X(s*P)

X(r*P) X(r*Q)

r

s’ random
number = 2 = 010

00010
01010
10010
11010

(18,14)
(18,9)
(2,3)

(2,20)

A = r*Q
5*A=r*P(5,5)

(5,18)
(20,9)

(20,14)

5 or 20!
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Dual EC DRNG backdoor

I There are 2n alternatives for the random number.

I Some of the alternatives can be excluded.

I In the example, it only took 2 blocks to be 100% sure

We can make an educated guess if we know how P
and Q are related!
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Evolution Diagram
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Proofs in Cryptol

Correctness properties can be explicitly checked by the
Cryptol toolset.

: p r o v e p r o p e r t y

I Proves properties automatically.

: check p r o p e r t y

I Tests the property at random values to give a quick feedback.
The check command will alert for bugs.

: s a t p r o p e r t y

I Find arguments to a bit-valued function such that the property
will be satisfied.
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Proving the standards

Identity
I P ⊕O = O ⊕ P = P , ∀P ∈ E

Main> : check p o i n t a d d i d e n t c u r v e 2 3
Us ing e x h a u s t i v e t e s t i n g .
p a s s e d 1024 t e s t s .
QED

Main> : check p o i n t a d d i d e n t I I c u r v e 2 3
Us ing e x h a u s t i v e t e s t i n g .
p a s s e d 1024 t e s t s .
QED

Checks for the identity properties. Each one of them took less than a minute.
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Proving the standards

Commutativity
I P ⊕ Q = Q ⊕ P ,∀P ,Q ∈ E

Main> : check p o i n t a d d i s c o m m c u r v e 2 3
Us ing e x h a u s t i v e t e s t i n g .
p a s s e d 1048576 t e s t s .
QED

Checks for the commutativity property. The full execution took less than five
minutes.
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Proving the standards

Associativity
I (P ⊕ Q)⊕ R = P ⊕ (Q ⊕ R),∀P ,Q,R ∈ E

Main> : check p o i n t a d d i s c o m m c u r v e 2 3
Us ing random t e s t i n g .
p a s s e d 10800000 t e s t s .
Coverage : 1.01% (4000000 o f 2ˆˆ30 v a l u e s )
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Comments on Cryptol

Pros
I Cryptol is polymorphic over word sizes, great for cryptographic

applications;

I Cryptol reuses the specifications to check and prove properties.

BUT . . .

Cons
I Inability to use the :prove command;

I Could not load a reasonable size files;

I Dual EC is not polymorphic because of type variables.
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Contributions and Conclusions

Achievements
I Implementation of Dual EC DRNG for multiple curves;

I Testing of elliptic curve operations with NIST examples;

I Check (and proving) of group laws;

I Report of running bugs in Cryptol.
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Future Work

I Extend the proofs to bigger curves;

I Develop an elliptic curve DiffieHellman key-agreement (ECDH);

I Compare Crytpol proof system with other theorem provers.
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Questions?
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