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Who | am?

Former student of Universidade do Minho

Education
e 2006 — 2010: Licenciatura em Engenheria Informatica
e 2010-2012 : Mestrado em Engenharia Informatica
e Métodos Formais em Engenharia de Software
e Criptografia e Seguranca de Sistemas de Informacao

Living and Working in Leuven (Belgium) since January

Software Engineer at Altreonic

Developing GoedelWorks

5" of December 2013 “From Deep Space to Deep Sea”
www.altreonic.com

“Pl — Workshop” 2/30



Content

e Wholam?

* Who's Altreonic?
* Formalised Systems and Software Engineering

e The OpenComRTOS approach
e Formally modeled
e Hubs and packet switching
* Small code size
e Virtual Single Processor model
e Scalability, portability, ...
e Visual Programming

e The GoedelWorks

* Project Proposals
* Event B Support
e Alloy support
* Frama-C integration

5" of December 2013 “From Deep Space to Deep Sea”
www.altreonic.com

“Pl — Workshop” 3/30



Who's Altreonic?

e Eonic Systems (Eric Verhulst) : 1989 — 2001
e Parallel RTOS Virtuoso (=> Wind River Systems)
e Formally rooted in CSP process algebra (Hoare):
e “pragmatic superset of CSP”
e Used on targets with up to 12000 nodes

* Open License Society: 2004 — now:
e R&D on systematic Systems and Software Engineering
e Unified Semantics & Interacting Entities
* Formally developed OpenComRTOS

* Altreonic: 2008 — now
e Commercialises and develops OLS results

e Application of tools in products
e EUR@D projects
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Past ESA experience

 Virtuoso (ex-Eonic Systems):
e Distributed Virtuoso RTOS for multi-21020RT boards
e Using SpW links on Moasic-20
e Used in several ESA missions
e Acquired by Wind River Systems in 2001

e ESA Market research to find alternative:
* No real alternative
e Serious certification issues as well as for COTS as for Open Source
RTOS => “Open License” adopted

* Feasibility study for reconfigurable telecom satellite
e proposed 900 Xilinx-2 FPGA for digital payload
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Altreonic’s System Engineering

» Systems/software engineering requires common language in all stages for
all activities
“Unified semantics”

e Conquer complexity:
“Interacting Entities”

» Different views on same system, same semantics:
* Requirements, specifications
* Checkpoints, issues, change request
* Modeling & Simulation
* Failure view, testing view
e Verification view, validation view
 Workplan view
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Unified Systems/Software engineering

Focus domain of
Systems2Trust:

Focus domain of OpenSpecs: formalised moceling

formalised R&S capturing

User \,
Applications ;

\!
rchitecturd
- wmodells)

Common Formalised
Meta-Language

Unifying
Repository

(Formalised B -—~---%—-
Meta-Model)

Runtime environment
supporting distributed
concurrency and
Common Systems communication

Grammar &

_ Semantics

Unifying paradigm:
Interacting Entities

Platform with native support
for distributed (fine-grain)
concurrency and

Systems2Trust project communication
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Why FORMAL (ISED) ?

300 |

5" of December 2013 “From Deep Space to Deep Sea” “Pl — Workshop” 8/30
www.altreonic.com



“Formal” gives more for less

* Formal techniques are just tools in a formalised systems/software
engineering process

e Purpose: raising the level of abstraction

e Benefits:
e Shorter development times
e Less residual errors, preventing run-away costs
* Products are:
 Higher safety, security, usability
e Cleaner and scalable
 Smaller => less memory, less power consumption

e Contrary to popular misconception, safety critical designs are also more
efficient

e Safer and greener go hand in hand
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The OpenComRTOS approach

Derived from a unified systems engineering methodology

Two keywords:
e Unified Semantics
e use of common “systems grammar”
e covers requirements, specifications, architecture, runtime, ...
 Interacting Entities ( models almost any system)

RTOS and embedded systems:
 Map very well on “interacting entities”
 Time and architecture mostly orthogonal
e Logical model is not communication but “interaction”

Click to LOOK INSIDE!

We have a book:

* “Formal Development of a Network-Centric RTOS: _
Software Engineering for Reliable Embedded Systems” sy

Bernhard H.C. Sputh - Vitaliy Mezhuyev

e ISBN-10: 1441997350 Formal

e |SBN-13:978-1441997357 Development ofa
Network-Centric .
-

RTOS
Snﬂwa:e Englnefg Wehahl"

%
> @ ‘e
> »w
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The OpenComRTOS project

* Target systems:
e Manycore, multicore, parallel processors, networked systems, including
“legacy” processing nodes running old (RT)OS

 Methodology:
e Formal modeling and formal verification

* Architecture:
e Target is multi-node, hence communication is system-level issue, not a
programmer’s concern
e Scheduling is orthogonal issue
e An application function = a “task” or a set of “tasks”
 Composed of sequential “segments”
e Tasks synchronise and pass data (“interaction”)
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The OpencomRTOS “HUB”

e Result of formal modeling

e Events, semaphores, FIFOs, Ports, resources, mailbox, memory pools, etc.
e all variants of a generic HUB

A HUB has two main functions:
* Predicate function
* defines synchronisation conditions
e Synchronisation function:
e functional behavior after synchronisation
e can be anything, including passing data

* All HUBs operate system-wide, but transparently:
 Virtual Single Processor programming model

* Possibility to create application specific hubs & services
e New concurrent programming model
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Universal packet switching

 Another new architectural concept in OpenComRTOS is the use of
“packets”:
e Used at all levels
* Replace service calls, system wide
e Easy to manipulate in data structures
e Packet Pools replace memory management

 Some benefits:
e Safety and security
* No buffer overflow possible
e Self-throttling
e Less code, less copying
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Unexpected: RTOS 5-10x smaller

* Reference is Virtuoso RTOS (ex-Eonic Systems)

* New architectures benefits:
 Much easier to port
e Same functionilaty (and more) in 10x less code
e Smallest size SP: 1 KByte program, 200 bytes of RAM
e Smallest size MP: 2 KBytes
e Full version MP: 5 to 10 KBytes

 Why is small better ?
 Much better performance (less instructions)
e Frees up more fast internal memory
e Easier to verify and modify

e Architecture allows new services without changing the RTOS kernel task!
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The OpenComRTOS Tools
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OpenVE: Defining the topology
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OpenVE: Application model
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I OpenVE: generate C for OpenComRTOS

MP-MLXdemo,project - OpenComRTOS Visual Environment

File Edit ‘Wiew Buid
Ado0add

Help

EEN N I I R
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#include <11 api.h>

=10l x|
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=
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- Status LO_STARTED i

#include <llhub api.h>
#include <10task api.h>
#include <l0debug api.h>

#include <l0kernel data.h>
#include "lOnodes data.h"”
#include "l0node config.h"

wold E_taskl (L0 TaskArguments Arguments]
{
while {1}

L1 PutPacketToPort W({Portl);
L1l GetPacketFromPort W{Portl);
j

wold E_taskZ (L0_TaskArguments Arguments)
{
while (1) {
L1 GetPacketFromPort W({Portl);
L1 PutPacketToPort W(PortZ);

}

- StackSize 170

- Priority 128

- Node Mode1
-~ Name Taskl

- EntryPoint E_taskl
- Arguments MNULL

“The more code
is generated,
the less
programming
errors are
made”
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:15 OpenTracer2.27
File Mode
(€% sendreceive_smodes ‘
&} Node:0] | @3 Mode:1] [ €} Modein:z) | B8
G(E)a = -8 ) [HodeIDi0] %) [NoderDit] 1) [HodeID:2]
¢ e EEE = [ Tdle Task | Taskl | Port_d [ IdleTask | Task2 | Port B |IdleTask | Task3
; g :3 - ; g £ Ide Task -
5 o % = — T Task ] il 1
i 7181 1 0 Tk i)
5 7246 B 0 s R Task
6 7277 @ «l0 3 E R Task
7 728 N el0 42 I [ ) ‘H N
7285 & 1 nm Nl
9 14943 () 1 65 U‘
10 W By 0 47 5 &)l
11 15000 @ L6 82 i — - " : —l N
= s (Bt @ B rernel Il I i B ] I B | I | Sle &
— IR | I &=
- |
S : 5=
5 me was o LT “
N s ’
16 089 B 0 9 o 17 )
17 058 @ <l0 1% Port_A & & o
18 055 M =00 1% E rPacketPod T
19 20559 [u} 2 0 kernelPacketPor
2 0573 N 2 1
2 072 @ L2 18
2 076 B 0 16
B 7105 @ w2 50
u a9 N 2 5M
25 214 B 6 547
% 2126 ® =0 5488 4[5 v
7 22054 @ «l0 6416
23 205 @ 0 5
29 22083 % 3 0 # Cir TID AITID Name Time (usec) Time (%) Time (hist)
30 22096 [ I 13 1 0 0 Kernel Task 33266 412
2 28 @ 3 165 7 1 1 IdleTask 520555 6501
3 ws @ 0 3 7 2 TeTask 6660 083
3 266 @ w3 6 I 3 3 TeTask w178
u 260 ® 43 50 5 4 4 ReTask 0 0.00
35 @y 1 usm 6 5 5 ReTask 0 0.00
* m63 1 9@ 7 6 6 Taskl 23934 2175
7 Mo @ 0 5 3 - BR an 051
38 3038 @ «l0 612
3 AL W &0 6LS
0 31046 1 2
a 2393 G 1 49 (
42 43058 0 620 #  Or D Name Tix [TRx |Klx KR (# O Nodeld (D  Name Tix |TRx i
3 43987  ® L6 640 1 0 PortA 2 0 2 (2 0 2 PorC [ET]
u 4391 ® L6 6m 2 1 nPacketPool 0 0 0 0 e
45 4399 By 6 642 3 2 kemelPacketbocl 0 0 0 0
% 44000 N) &0 6434 - L
Trace Event £13 &=l 1 !
Kl
Task#6  [Taski] I D)
Timestamp: 15013 usec o 4
Event: [y Switch task to Taskl ; \j:J D =
I - -
'l i vl e - T = = .

“From Deep Space to Deep Sea”
www.altreonic.com

“PlI — Workshop” 20/30



Demo set-up

Step 3
Define the

application

PC with Bl PC with
Linux ' .

S Add your C functiﬂns PC with
: and'simulate**+ - * VISTA

Compile, boot ghe target
and execute

PC with
is - VISTA
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o, o il
Profile andem
_ verify

Linux

PC with
— « VISTA

* OpenComRTOS supports heterogeneous networked and many-core
processor systems:
 Remapping tasks or RTOS entities requires no source code changes

e Timings will differ but logic application remains

 Meta-models hide complexity for user
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“GoedelWorks”

* An internet based portal for safety and systems
engineering

SYSTEM
* It help teams to:

+ Collaborate N

* Reduce risks. Development OB Super Pl System under Development
* Automate
e e
e Analyze temote MORE Proces
* Leverage their knowledge e m b Fiow
e Simple and clean metamodel that allows users to: B I - -
e Import any process: from company-specific | -1 1 1 | |
processes to standard-imposed.
e Formalise their development N B B
e Comply to the steps imposed by the safety - I . -
standards
var 57 o7
* Full traceability from early requirements to work At AT
products

Simplified of the GoedelWorks Metamodel
* Itis agile: Bottom-up and top-down approaches are
allowed!
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Project Proposals

* Key points:
* “Formal or specification focused front-end for RTOS applications”
* OpenComRTOS Designer

» develop fully trustworthy systems and applications
e Applications are still developed using error-prone programming
specification
» oriented front-end tools that allows formal verification as well as code

generation
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Project 1: “Event B Support”

e Description:
e Specify the behaviour of the sequential parts of the application Tasks
e Event-B and Event-B model checkers like Pro-B and Atelier B
e C-source-code generation from the models

e Tasks:
e Studying Event-B and the supporting tools
e Study the C-code generation and its constraints
 Implement a proof of concept implementation
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Project 2: “Alloy support”

e Description:
e Specify the behaviour of the sequential parts of the application Tasks
e C-source-code generation from the models

e Tasks:
e Studying Alloy and the supporting tools
e Study the C-code generation and its constraints
 Implement a proof of concept implementation
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Project 3: “Frama-C integration”

* Description:
e increase the assurance in the application and kernel code written in C
 Frama-C is used to verify and proof the C-code of the applications
that are created using the OpenComRTOS design tools

e Tasks:
e Studying Frama-C and its applicability
* Developing use-case scenarios as a function of Frama-C’s capabilities
e Integrating with the OpenComRTOS design process
* Developing proof of concept demonstrations
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Thank you for your attention

Altreoni

@

“If it doesn't work, it must be art.
If it does, it was real engineering”

For more information:
> Leonel Braga: leonel.braga@altreonic.com
> Eric Verhulst: eric.verhulst@altreonic.com

www.altreonic.com
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