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Secure Sockets Layer (SSL)

¢ Desenvolvido pela Netscape inc. para disponibilizar
uma abstrac¢ao segura sobre os sockets.

¢ Disponibiliza trés modos de autenticagao

e Autenticacdo nula (...desaconselhada...)
e Autenticacao de servidor
e Autenticacao mutua

¢ Faz uso de certificados X509 para autenticacoes.

¢ Parametrizado pelas técnicas criptograficas
utilizadas (cipher suites).

¢ SSLv3 deu origem ao standard IETF 7LS vl
(Transport Layer Security)
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SSL - handshake

CLIENT SIDE SERVER SIDE
OFFER CIPHER SUITE : SELECT A CIPHER SUITE
MENU TOSERVER @ ClientHello >
L ServerHello SEND CERTIFICATE AND
CHAIN TO CA ROOT
4 Certificate
SEND PUBLIC KEY TO
« ServerKeyExchange ENCRYPT SYMM KEY
SEND ENCRYPTED < ServerHelloDone O_EIENT;IEERDNEGOTIATION
SYMMETRIC KEY —o ClientKeyExchange
ACTIVATE ,
ENCRYPTION —o ChangeCipherSpec >

CLIENT PORTION 40 Finished

DONE
<

( CLIENT CHECKS OPTIONS )

p (SERVER CHECKS OPTIONS )

: ACTIVATESERVER
ChangeCipherSpec ENCRYPTION
Finished o— SERVER PORTION
DONE

NOW THE PARTIES CAN USE SYMMETRIC ENCRYPTION



SSL - cipher suites

SSL_NULL_WITH_NULL_NULL={0,0} INITIAL (NULL) CIPHER SUITE

PUBLIC-KEY SYMMETRIC HASH

ALGORITHM\ ALGORITHM / ALGORITHM
\S\L_iSA_WlTH ULL_MDS/{/O, 1}«———— CIPHER SUITE CODES USED

SSI\RSA_WITH_NULL_SHA ={0, 2} / N SSL MESSAGES
SSL_RSA_EXPORT\WITH_RC4 40 _MD5={0, 3}
SSL_RSA_WITH_RC4_128 MD5={0, 4}
SSL_RSA_WITH_RC4_128 SHA={0, 5}
SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5={0, 6 }
SSL_RSA_WITH_IDEA_CBC_SHA ={0, 7}
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA ={0, 8}
SSL_RSA_WITH_DES_CBC_SHA ={0,9}

SSL_RSA_WITH_3DES_EDE_CBC_SHA ={0, 10}



SSL - autenticacao de servidor

ertificate Clients list of

Server's public lkey =@ “Sted CAs

Certificate's serial number

Certificate's validity period 0 I? toda'}fjs date.
within validity period?

Server's DN

suing CAS

Issuer's DN
Issuer's public ley w2
Issuer's digital
signature

0 Isissuing CAa
Issuer's DN trusted CA?

Issuer’s digital -
signature © Does issuing CA's
" public key validate
issuer's digital signature? |

o Does the doman
name specified in the
server's DN match
the server's actual
domain name?



SSL - autenticacao de cliente

John Doe’s Certificate Server’s list of
John Doe's public key w=@ usted CAs
Certificate's serial number ‘

Certificate's validity period o I‘_‘-‘ todja}f'.s date.
within validity period?

John Dee's DN

9 Is issuing CA a
Issuer's DN trusted CA?

]

{| |ssuer's public key=—

Issuer’s digital -
signature o Does issuing CA's Issuer's digital
" public key validate signature
o Does user's issuer's digital signature? | 3

public key
validate user's

digital signature?

e Is user's certificate
listed in LDAP entry for

user?

Random data l

John Doe’s digital
signature

Directory Server



SSL (Record protocol)

Application Data | abedefghi

Fragment/Combine

Record ProtocolUnits | abc || def [| ghi |

Compress l

Compressed Unit

MAC Encrypt %

¥
Encrypted ] -

Transmit

TCP Packet




Secure SHell (SSH)

¢ Substituto seguro para rsh (... rlogin, telnet, ftp)

¢ Utiliza técnicas criptograficas fortes para
autenticacao da maquina e, opcionalmente, do
utilizador.

¢ Permite encapsular sockets (port forwarding)
disponibilizando uma forma expedita para tornar
seguro servigos existentes (e.g. X1/ tunneling)

¢ Em V1, chave de sessao ¢ gerada pelo cliente.
EmV?2, ¢ utilizado o acordo de chaves Diffie-
Hellman e ¢ permitida a utilizagdo de certificados
proprios, X509v3 ou OpenPGP.



Secure Electronic Transactions
(SET)

¢ Standard para transac¢oes comerciais electronicas
desenvolvido pela VISA e MasterCard (evolucgao e
standard proprietarios desses grupos).

¢ Faz uso de certificados X509, utilizando uma
hierarquia e certificacao propria.

¢ ... penetracdao no mercado bastante lenta ...
(...comercio electronico parece contentar-se com
transmissao dos nimeros de cartao de crédito
cifrados numa sessao SSL...)
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SET (cont.)

/<" Browsing | SET PROTOCOL
Product selection FUNCTIONS:

Customer order entry
Selection of payment mechanism /
Customer sends order and payment instructions
Merchant requests payment authorization
Merchant sends order confirmation

Merchant ships goods

Merchant requests payment from bank

© 00 [N [ B W




S/MIME

¢ Extensao ao MIME (Multi-propose Internet Mail
Extensions) que possibilita o envio de mensagens
assinadas e/ou cifradas por correio electronico.

¢ Originalmente desenvolvido por RSA Labs, mas
posteriormente adoptado como standard.

¢ Utiliza certificados X509 (logo, dependente de uma
infra-estrutura de chave publica).

¢ Suportado pelas principais ferramentas de mail.



S/MIME

[ Message }
Header

Q D
PJMensagem Cifra > /I z?;:ggn/ [MIME Part}

Funcao
HASH _ L
cﬂptograﬂa Assumetﬁca

Valor de ) Assinatura
{ HASH } Cifra >/ Digital [MIME Part}
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Pretty Good Privacy (PGP)

¢ Programa desenvolvido por P. Zimmerman com o
intuito de disponibilizar uma ferramenta de correio
electronico efectivamente segura (...com
“ciprografia forte™)

¢ Utiliza cifras de dominio publico (e.g. IDEA) como
forma de evitar licencas sobre algoritmos
patenteados.

¢ Exportado dos EU na forma de livro...

¢ Faz uso de um esquema de certificacao “original” -
web-of-trust.



S/MIME Vs PGP

Mandatory features

S/MIME v3

OpenPGP

Message format

Binary, based on CMS

Binary, based on previous
PGP

Certificate format

Binary, based on X.509v3

Binary, based on previous
PGP

Symmetric encryption
algorithm

TripleDES (DES EDE3 CBC)

TripleDES (DES EDE3 CFB)

Signature algorithm

Diffie-Hellman (X9.42) with
DSS

ElGamal (Diffie Hellman) with
DSS

Hash algorithm SHA-1 SHA-1

MIME encapsulation of Choice of multipart/signed or multipart/signed with ASCI|I
signed data CMS format armor

MIME encapsulation of application/pkcs7-mime multipart/encrypted

encrypted data




