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HCI in Critical Context

4

=User Centered Design
(1SO 9241-210)

= Usability (1so 9241-11)
= Effectiveness
= Efficiency
= Satisfaction

N

"Dependable Approach

(prevention, tolerance,
removal, forecasting)

sStandards (ARP 4754),
Development processes
(DO-178C), Certification



A380 Interactive cockpit (flight deck)
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S A380 Interactive cockpit (flight deck)




Problem Statement

Interactivity is limited to non-critical functions

®But it has some advantages
® Better evolvability
B | eSS expensive
= Better operation performances

How to develop dependable interactive systems to make

them amenable for the command and control of critical
functions ?




Outline of the talk

= Context (Interactive Cockpits)

®Proposed Approach for Dependable Interactive

Systems/Cockpits
®» Case Study

®» Conclusions and Perspectives



Interactive Cockpits - GUI

® Based on an avionic standard: ARINC 661

® Standardized Graphical User Interface

» Standardized protocol between User Applications (UA) ~ taver
and Cockpit Display System (CDS)

EFIS CONTROL PANEL
Application 1 .
Application 3 Wldget
Application 2
Application 1

DisplayUnit Window m
-Screen Format ‘
Layer

Widget

Widget examples:
PushButton EditBoxNumeric Radio Buttons




Interactive Cockpits - Functionning
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Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | 0ss of control
® Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
® Frroneous display (wrong display or spontaneous display)
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Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | oss of control
® Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
® Frroneous display (wrong display or spontaneous display)

&
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Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | 0ss of control
= Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
® Frroneous display (wrong display or spontaneous display)

/ DisplayUnitSystem \ / AircraftSystem \
(e

CAN bus
# u'ﬁlli I 4 1
Pilot "




Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | oss of control
= Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
® Frroneous display (wrong display or spontaneous display)
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Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | 0ss of control
® Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
® Frroneous display (wrong display or spontaneous display)
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Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | 0ss of control
® Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
= Frroneous display (wrong display or spontaneous display)
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Interactive Cockpits — Failure Modes

= Control flow (pilot -> UA)
= | 0ss of control
® Frroneous control (wrong control or spontaneous control)

= Display flow (UA -> pilot)
= | oss of display
= Frroneous display (wrong display or spontaneous display)
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Interactive Cockpits — Fault Model

-« —— Fault — Error —— Failure — Fault — -~
activation propagation causation
F au ItS an d E Frors Mal=Malicious — Del=Deliberate — Nat=Natural

Phase of
occurrence

System
boundaries

Genotype

Dimension

Hdw=Hardware

| | Development software faults
During Development During Operations

Malicious faults

' | | Development hardware faults
Internal Internal External

| | | | Operational human errors

Operational natural faults

Human-made

Human-made

Software Hardware Hardware Software
| |
| |
al Non Non Mal Mal Non
Malicious Malicious Malicious

Non Non

Del Del Del Del Del Del

Non
Del Del Del Del

Non Non
Del Del




Outline of the talk

= Proposed Approach for Dependable Interactive

Systems/Cockpits
®» Case Study

®» Conclusions and Perspectives



A Two-Fold Approach

®» Hypothesis
®» No faults at hardware and network level
®»No human error

= Approach
= \odel-Based Approach

=> Software faults prevention
® Process and Architecture

=> Tolerance to physical faults & to residual software faults of executive layers
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Outline of the talk

= Proposed Approach for Dependable Interactive

Systems/Cockpits

= Model-Based Development

® Process and Architecture

= (Case Study

= Conclusions and Perspectives



Model-Based Approach — Principle

Prevention Approach

4

Zero-defect software

4

Use of formal notation

®»Complete and unambiguous description
= Analysis and verification of properties



Formal Notation for Interactive Systems

®» Specific needs

® |[nteraction specificities

® Covering of the interactive system architecture (server, widgets and UA)
® |nput/output management (rendering/activation)

® Expressiveness
(Event, state, object and their values, quantitative time...)

B Generic needs
® Scalability
= Jsable tool

—> ICO




ICO (Interactive Cooperative Objects)

®» Formal notation for interactive systems

®» High-level Petri nets for behavioral description

B Expressiveness

= Tool support (PetShop)
®» \odel edition
= Analysis means
®» \odels execution and simulation



|ICO description of the architecture components

/ DisplayUnitSystem \ / AircraftSystem \
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Server Widgets UA
= Widget = Parameters = Application
instanciation T behaviour

Formalization of SceneGraph and Picking components
Enables verification, validation, application of fault tolerant
approach (e.g. for detecting overlapping widgets at execution)



Example :

PicturePushButton description using ICO

PicturePushButton
® Presents an information

®Enables command triggering

PicturePushButton Parameters

Design time parameters

*PosX, PosY,

*SizeX, SizeY

*Etc...

Runtime modifiable parameters
*Visible

*Enable

*Styleset

*LabelString

*PictureReference

Events
A661 evt_selection

7

=

I
I
AP1 AP1

PicturePushButton Interface

Fan
L

A661_PICTURE_PUSH_BUTTON

— set\isible
— setEnable A661_EVT_SELECTION —
= setStyleSet

— setlabelString

— setPictureReference

= processMouseDown

— processMouseReleased

= processMouseClicked

— processMouseMove

— processValidationKey

— processfbortKey

= processMommalkey

— setHighlighted




Example :

PicturePushButton description using ICO

Service specification: parameter Visible enabling to change the visibility of
a PicturePushButton

void setVisible(boolean A661 VISIBLE);

setVisible1
“ SIP_setVisible———<_i.A881_VISIBLE>—# -

—_— AB61_WVISIBLE
\-::_i,.ﬁ.ﬂm_'l.l'IBIBLE} —
setVisible2
_iABE1_VISIBLE>

~ A661_VISIBLE
= i ABE1_VISIBLE>

setVisible3

= =
== 1 A661_VISIBLE
=_j= _\
-~ setVisibled
« SQF_SEEWF.I'&.I'E -+ >
« SEP_setVisibie

TAGET_VISIBLE



Example :

PicturePushButton description using ICO

35 places and 20 transitions

JE1_VISIBLE

]

setlisibleZ
ABB1_VISIBLE

sefvisibled
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| ‘Mouse events management

— ) visioie | ~e—EporesstoseCicker—
cixg iy
| y

Selection  E = SelectionMotPossible

| ‘ raiseCvent A661_CVT_SCLCCTION(
| iz

\ A
PETT A T
rd ¥

mouseDown mauseDawn2

=

ButtonProssad >

| | T -

<@ ButtonRelensed > IS processiouseDown

- S0P_progesshfouseDown |

<_itest0test=
¥ ¥

processhiouseReleased mousshove

<

<my> |

—

a

T

Mouse events management

IS processMouseClicked )
_'h..“-\

Selection E =
raiseCwent AS61_CWT_SCLOCCTION(}

=

¥
soP _pmmEsMouseCH@
“MNSEP _processMouseClicked

-

— B
d SUHU‘HREJ’E‘E‘SE’C_?‘_:::) @ SIP_meESSMOuSE;D@ J

S

|
<_ixye |
Mo mauseCiowh2 o |
|~
-
e |

= = -

¥
S0P progessMouseDown > ]
-l SEP processMouseDown

owr

Highlighted management

Enabiad

e setHighlighted-

| AN

csiaie

i statex—a SIP_setHighlighted > |

Z

—

|Kcyboard cvents
=l SIP processValid
| I

ki
- SOPgss!S!yFQS_a_D
| <l SEP seiStylaSel >



Model-Based Approach - Summary

= \odel-based approach for the specification and
development of interactive systems software
components
= Jse of ICO formal notation (as an example)

= Jse of PetShop for running ICO models (no additional step
towards implementation)

= Complete and unambiguous behavioral description of
software components

® Fnable the description of each components of the
architecture

®» Better modelling (coverage) of the interactive system
functioning

= Formal analysis of model supported



Outline of the talk

= Proposed Approach for Dependable Interactive

Systems/Cockpits

® Process and Architecture

= (Case Study

= Conclusions and Perspectives



Software Architecture

B Requirements
® [F3ult tolerant architecture

®» Compatible with certification requirements of avionics
functions

= Covering of all the components
®» Compatible with ARINC 661 standard

» COM-MON principle
MON = set of assertion monitors




Self-Checking Component (COM-MON)

/" self-checkingcomponent Applied to Electric Flight
e Control Units

utputs
. I COM P Outputs
: _» &
Error

notifications

POWER

® \onitoring component
definition

® Partitioning is needed

[I Lightning strike protections



System Software Architecture

DisplayUnitSystem AircraftSystem
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System Software Architecture

DisplayUnitSystem

I".aﬁr_cFa_E SystemS EEvFa_rEfi
[
|

AG661_setParameters(val
AFDX bus

Pilot AE61_Events(val)

ErrorNotifications

Definition of a global safety architecture
- Taking into acount the server
- Enabling segregation

l======| I
»J_"_Recover\r:l\!l §
LActions i B




System Software Architecture

DisplayUnitSystem

I'_l-\_ir_cFa_ﬂ:_ SystemS EEuFa_rETi
i
|

————

_— -

How to identify content of MON such that:
- Diversity with respect to COM
- Only required functions are tested
=> MON based on assertions monitoring

\ &

Definition of a global safety architecture
- Taking into acount the server
- Enabling segregation




Assertions Definition Process

System definition and analysis
Architecture, ICO models and sequence diagrams

4

Failure modes identification

FMECA
(Failure Mode Effects and Criticality Analysis)

\ 4

Assertion identification and assertion-based monitoring

Process for a systematic safety analysis




System Definition and Analysis
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Failure Modes Identification

®»FMECA template
1 2 3 4 5 6 7 8
Target/| Failure| Potential Local [Upper-level| Risk Safety Upper-level
item |Modes| Causes effects effects level mechanisms | effect with SM
(SM)

® [ailure modes classification (inspired by EASA)
= | oss of control
® Frroneous control (wrong control & spontaneous control)
= | oss of data display
® Frroneous data display (wrong display & spontaneous display)



Failure Modes Identification

® [ xcerpt of server failure modes

1 2 3 4 5 6
Hem Failures modes Local effects Upper-level effects ('0[_“_".9(1“9909
classification

Server.inputProcessing
[dentify the kccu input and update
cursor rendering

Server.widgetldentification
[dentify the targeted widget. and
torward of the inputEvent

Server.updateSceneGrap
Update the scene graph and the
craphical rendering of the
application

INo execution
Server.inputProcessing. FM1

Upon the receipt of a kecu input event, the
server does not forward it

The pilot control is not sent
to the aircraft system

Loss of control

No execution
Server.widgetIdentification. FM 1

server does not forward it

Upon the receipt of a kecu input event, the

Erroneous execution [Upon the receipt of a kccu input event, the |A wrong control is sent to  [Erroneous
Server.inputProcessing. FM2 server forwards the wrong kccu input event the aircraft system control
. ) . A control is sent to the
Unexpected execution The server processes a kccu input event . ) Erroneous
) . . ) L aircraft system without any
Server.inputProcessing. FM3 without receiving it o s control

to the aircraft system

The pilot control is not sent

Loss of control

Erroneous execution
Server.widgetIdentification. FM2

Upon the receipt of a kecu input event, the
server forwards it to a wrong widget

A wrong control is sent to
the aircraft system

Erroneous
control

Unexpected execution
Server.widgetIdentification. FM3

No execution
Server.updateSceneGraph. FM1

The server sends a kecu input event to a
widget without receiving it

Upon the rece1pt of an update notircation,
the server does not update the scene graph
or the graphical rendering

A control is sent to the
aircraft system without any
user action

1€ pilot 15 not notiied o
the aicraft systemn state
change

Erroneous
control

Loss of data
display

Erroneous execution
Server.updateSceneGraph. FM2

Upon the receipt of an update notification.
the server updates the scene graph and/or
the graphical rendering in a wrong way

The pilot is notified of a
wrong aicraft system state
change

Erroneous data
display

Unexpected execution
Server.updateSceneGraph.FM3

The server updates the scene graph or the
oraphical rendering without receiving any

update notification

The pilot is notified of an
aircraft system state change

that did not occur

Erroneous data
display




Assertion Identification & Formalization

» Server.widgetldentification

|dentification of the target widget, and forwarding of the
inputEvent to the target widget

A1: Correct widget identification assertion

Let s be a Server, let u be a User, let 7 be the set of widgets of the application and
let £ be the set of KCCU events

VweW,Ve e E, w=s.widgetldentification(e)
N
w.visibility = true A w.enabling = true A e.(X,y) C w.zone A e = u.action( )




Assertion Identification & Formalization

» Server.widgetldentification

|dentification of the target widget, and forwarding of the
inputEvent to the target widget

A1: Correct widget identification assertion

Let s be a Server, let u be a User, let 7 be the set of widgets of the application and

let E be the set of KCCU e ( s
1 r\%-, o\oSe

w.visibility = true A w.enablipg 1nast -»
S‘\.ate W S —




Assertion-Based Monitoring

Step 1:
% Computation of w
visibility
— Ly
g N .
' Bet of widget
their states
(w and its parent
Step 2:
% Computation of w
enabling
Ly
-
cursor.posX= cursor. posX + dx
cursor.posY= cursor.posY + dy
w.aPosX = Z p-posX + w.posX
wpeEP (w)
w.aPosY = p.posY + w. po Step 3:
wpEP (w) Cumpl:ltatio: am:ll:I
o TR SHOoX = w.aPosX) comparison r:| .w an
w. con cursor.posY = w.aPosY) cursor positions
w. containsX == true
A
w. containsY == true

iggers recovery
mechanisms




Software Architecture
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Software Architecture

&FS CP BACELP

s AircraftSystem \
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Implementation

®» Segregation through software partitioning

/ Self-checking component \
) Outputs
g====== ¢ | Outputs
Dispatch X &
Inputs ——— T =1 B
b"lb : i YTI KINOK » Error
N ; x > notifications
1 iI
L e i p/

®»The ARINC 653 runtime support
®» Standard architecture for avionic run-time support
®»Time & Space Partitioning



Implementation
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PC1 PC2
P1: CDS COM P1: CDS MON P1: UA

ICO Models C-code ICO Models
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C1 PC2
P1: CDS COM P1: CDS MON P1: UA

ICO Models C-code ICO Models
JVM & PetShop JVM & PetShop
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//MON state
boolean w.visible, w.enabled;

// ppb.processMouseClicked.assert
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sen all, errorDetected);
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Avoiding common point of failures of executive layer
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Process and Architecture - Summary

®» G|obal fault tolerant system architecture
® Fault detection using COM-MON principles
= Applied to the generic part (the CDS)

®» Assertion definition process
®» Safety analysis
® Assertion formalization
®» Assertion-based monitors

®» |mplementation principles
®»Based on ARINC 653 principles
®» Development of an ARINC 653 simulator
= Partitioning of COM and MON components



Outline of the talk

= Case Study

®» Conclusions and Perspectives



FCUS Application
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FCUS Application
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Pilot

Model-Based Approach Implementation

DisplayUnitSystem

A661_setParameters(val
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®») models for the server

1?2 widget types modelled
®» 123 widget instances

®» /4 models for the UA
®» 8 models for initialization

A661_Events(val)

/

AircraftSystem
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Model-Based Approach Implementation

®» ARINC 661 and WIMP interaction coverage

»\\/idget classification coverage

® 3 classes used in FCUS
® ] classe used in previous work (Adrienne Tankeu-Choitat)

®» ARINC 661 server description —

= SceneGraph
= Picking

= Scalability
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Software Architecture Implementation
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Assertion & Monitor Definition Process Application
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Assertion & Monitor Definition Process Application
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Assertion & Monitor Definition Process Application
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Assertion & Monitor Definition Process Application
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Assertion & Monitor Definition Process Application
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Assertion & Monitor Definition Process Application

Software Architecture Implementation

®» AR|SSIM simulator development
=~ 10 000 lines of code

®» Assertion definition process
=~ 30 assertion monitors

®» PetShop implementation on ARISSIM

®~ 1000 lines of code for the connection
®»~ 140 ICO models



Outline of the talk ‘

= Conclusions and Perspectives



Conclusion — A Two-Fold Approach

™ Model-Based Ap.p roach SceneGraph and Picking
= |CO formal notation I
= Software faults prevention

= Software Fault Tolerant Architecture _
=» Based on COM-MON principles System architecture
® Safety analysis process for MON definition Systematic safety process

®» \eans for implementation Partitioning
= ARISSIM simulator Avoidance of common
® PetShop and ICO models for COM point of failure (execution)

= C code for MON

®» Refinement of usability assesment approach




Perspectives

= |ntegration in a complete development process
= |mproved verification & validation of ICO models

® [Fault tolerance mechanisms validation

= Detection coverage (e.g. using fault injection)
= Recovery mechanisms (e.g. involving crew operations, self-healing systems)

®» \odel-Based approach extension

® |nterpretation of models at runtime in an operational context
= Code generation towards a certified environment

® Fault tolerance approach extension
= Application to UA
= |nput/Output devices
® Human error

® \ore sophisticated interaction techniques
= Multi-touch // ARINC 661 extensions
= Multimodality
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Thank you for your attention!

Questions ?




